ITaMsiTKA 10 0€30IACHOCTH B HHTE PHETE

C KaXXIbIM I'OZIOM MOJIOJC)KH B HHTCPHETE C TAHOB UTHC I 60JII>]J.IC, a IIKOJILHUKHU OJHU M3 CaMbIX aKTHBHBIX IOJIb30BaTejIeH
PyHeIa. Mem,uy TeM, IOMUMO OTPOMHOI'0 KOJIHNYECTBA B03MOH(HOCTeﬁ, HUHTEPHET HECCT U l'[pOGJ'[eMI)I. DTa maMsTKa J0JIKHa

oMO4b TeOe 0e30MacHO HAXOMUTHCS B CETH.

KoMnibroTepHbIe BUPYCHI

KomnbroTepHbIf BUPYC — 3TO Pa3sHOBUIHOCTH KOMIBIOTEPHBIX NPOrpaMM, OTIMYUTENIBHOW OCOOEHHOCTHIO KOTOPOM
SIBISIETCS CIIOCOOHOCTH K Pa3MHOKEHHIO. B momonHeHne K 3TOMY, BUPYCHI MOT'YT TIOBPEANUTH HITH TOJTHOCTHIO Y HII TOXK M Th
Bce (aiinbl U JaHHBIE, IOJKOHTPOJIBHBIE MOJIB30BATEN0, OT HMEHH KOTOPOro Oblla 3alyllleHa 3apakE€HHas Iporpamma, a
TAK)K€ TOBPEINUTH WIN NaKe YHUITOKUTH OTIEPAalOHHYIO CHCTEMY CO BCeMH (aiimamu B 11eoM. B OonpmmHe TBE ciiydaeB

PacmpoCTpaHsIOTCs BUPYCHI Yepe3 HHTEpPHET.

MeTonbl 3aIUTI OT BPEIOHOCHBIX MPOTPAMM:

e lcnonp3yii COBpEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, MUMEIOLUIME CEPHbE3HBIM YPOBEHb 3aIUTHI OT BPEIOHOCHBIX
IpOorpamM;

e [locTosHHO ycTaHaBnmuBail madTd (IM(POBHIE 3aIUIATKH, KOTOPHIE aBTOMATHYCCKH YCTAHABIMBAIOTCS C LEIBIO
JOpa0TKH TPOTrpaMMBI) W Jpyrue OOHOBJICHHS CBOESH oOrepalMoHHON cucteMbl. CkaduBalk WX TOJNBKO C
otumansHOTO caiita pazpadotunka OC. Ecnu cymecTByer pe)knM aBTOMaTHIECKOT'O OOHOBJIEHNS, BKIIIOUYH €rO;

e Palotaii Ha cBOEM KOMIIBIOTEpE IOJ| IMpaBaMU IOJb30BATENs, a HE aJMHUHHACTpAaTOpa. DTO HE MO3BOJIAT
OOJIBIIMHC TBY BPEAOHOCHBIX MPOrPaMM HHCTAIIMPOBATECS HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

e lcrnonws3yil aHTMBUpPYCHblE IPOrpaMMHBIE MPOAYKTHl M3BECTHBIX MPOU3BOJUTENIEH, C aBTOMAaTH4YECKUM
oOHOBJIEHHEM 0a3;

e  Orpannmyb QM3UYECKUN TOCTYH K KOMIBIOTEPY LIS IOCTOPOHHUX JIHII;

e lcnonp3yit BHEIIHHE HOCUTCTH WH(GOPMAIMM, TAaKHe Kak (IelIka, MUCK WIH (aill U3 HHTEpPHETa, TOJIBKO W3
npoepeHHBIX UC TOYHUKOB;

e He otkprBail KOMIBIOTCPHBIC (ailIbl, MOMydECHHbIE W3 HEHAASKHBIX HCTOYHHMKOB. Jlake Te (aiiinbl, KOTOpbIe

Mpuciai TBOM 3HaKOMBIN. Jlydllle yTOUHH y HEro, OTIPaBJIsI JIU OH TeOe HX.

Cemnu WI-FI

Wi-Fi — 53710 He Bua mepemay JaHHBIX, HE TCXHOJOT M, & BCEro Jiniib Opena, mapka. Eme B 1991 roay HumepiaHic Kast
KoMmrmanust 3aperucipupoBana OpeHn «WECA», uto o6o3Hawano cnoBocoueranue «Wireless Fidelity», koTopsrit
MIEPEBOANTC ST KaK «OecTpoOBOHAS TOUYHOC ThY». J{0 Hamero BpeMeHu Jomuia apyras abopeBuaTypa, Kotopas sBIIsIeTCS TAKOH
ke TexHojoruei. D1o abOpeBuatypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha CTAHAApT BBICIIUNA 3BYKOBOMH
texuukn Hi-Fi, 410 B mepeBojie o3HaUYaeT «BBICOKas TOYHOCTHY».J[a, OecIniaTHBIH WHTEPHET-IOCTYNl B Kade, OTensixX H
a3pONOPTax SBISICTCS O TIHYHON BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. HO MHOT e DKCIIEPThI CUUTAIOT, YTO OOIIEIOCTY HEBIC

Wi-Fi cen He ABIIAIOTCS 0€30I1aC HEIMHU.

CogeTnl 10 Oe30macHOCTH paboTe B 00IIeT0CTYITHBIX ceTsix Wi-fi:

e He mepenapaii cBOO JIMYHYI0 WHPOpMAIHIO depe3 oomenoctymable Wi-Fi cen. PaboTas B HHX, JKelnaTelbHO HE
BBOJIUTH [TAPOJIH TOCTYTIa, JIOTHHBI M KaKue-TO HOMepa,
e Hcnonb3yii 1 0OHOBIISIH aHTUBUPYCHBIE POrpaMMbl U OpaHaMayep. TeM cambIM Thl 00€30MacHIllb ce0st OT 3aKaUKH

BHUpPYCa Ha TBOE yCTPOHCTBO;
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e [Ipu ucnone3oBanmu Wi-Fi otknroun ¢yHknmo «OOmmit noctym x ¢ainam u npuHTepamy». JlaHHas ¢yHKIus
3aKphITa 10 YMOJYaHHIO, OJIHAKO HEKOTOPHIE TOIBH30BATENIM aKTHUBHPYIOT €€ JUisl yloOCTBAa HMCIIONB30BaHUS B
pabote nnm yueoe;

e He ucnone3yii myonmansii WI-FI s nepenadn MUY HBIX JaHHBIX, HAPUMEP JUIS BBIXOJA B COIMAIbHBIE CETH WIIH
B AJIEKTPOHHY IO TIOYTY;

e Unonw3yil Tombko 3ammiieHHoe coeauHenue uepes HITPS, a me HITP, T.e. mpu Habope BeO-ampeca BBOIM
uMeHHO «https:/»;

e B moOunpHOM Tenmedone oTkmoun ¢yHkmmo «llomkmrouenne k Wi-Fi aBTomammdeckm». He momyckait

ABTOMATHYECKOTO TIOAKIIIOYCHHUS ycTporicTBa K cemiM Wi-Fi 0e3 TBoero cormacwus.
CounajJbHbIe CeTH

CormmanbHbIe CETH aKTUBHO BXOIST B HAITY XM3Hb, MHOTHE JIIOIM PabOTAIOT M )KUBYT TaM MHOCTOSIHHO, a B Facebook yxke
3aperucTpupoOBaH MWUINAPA YENOBEK, YTO SIBJSIETCS OJHOM CelbMON BCeX KMUTeNel IuaHeThl. MHOr e MoiIb30BaTeNld He
MOHMMAIOT, YTO HH(POPMAIMs, pa3MEIICHHAs MMH B COIMAIBHBIX CETIX, MOXKET OBITh HaiijeHa M HWCIOJNB30BaHA KeM

YTOJHO, B TOM YHCJIE HE 0053aTelIbHO ¢ OJIarMMU HAMEPEHUSM .
OCHOBHBIG COBETHI I10 6630HaCHOCTI/I B COIINAJIbHBIX CCTAX:

e OrpaHndb cIMCOK Apy3el. Y Te0s B APY3bIX HE JOJDKHO OBITh CIy4aiHBIX U HE3HAKOMBIX JIIOJIEH;

e 3ammmmail CBOIO YacTHYIO XM3Hb. He ykaswBail maponwu, TenedoHBI, agpeca, JaTy TBOETO POXKJICHUS U JPYTYIO
AMYHYI0 HH(OpMAaIMIo. 3NOYMBIIICHHUKH MOTYT MCIONB30BaTh Jaxe MHMOPMAIMIO O TOM, KaKk Tl U TBOU
POIMTENH TTaHUPYETE IPOBECTH KAHHUKYJIE,

e 3amumail CBOIO pelyTallil0 — JEpKU €€ B YHUCTOTe U 3afaBail cebe BONPOC: XOTed OBl Thl, YTOOBI ApyTHUE
TIOJTE30BATENN BUIEIH, UTO THI 3arpyskaems? [logymaii, mpexe ueM 9T0-To oIy ONUKOBaTh, HAIHCATH U 3aTPY3HIH;

e Eciu THI TOBOpHIIG C JIOBMH, KOTOPBIX HE 3HACIIb, HE HCIOIB3YyH CBOE pEAbHOEC HMS U JAPYTYIO JHYHYIO
rHOOPMAIIMH: UMSI, MECTO KUTEIBCTBA, MECTO YUeObl U MpoUee;

e IMI30eraii pasmemenuss ¢otorpaduii B MHTepHETe, T Thl M300paXEH Ha MECTHOCTH, IO KOTOPOH MOXKHO
OTIpENIETUTh TBOE MECTOIONIOKEHUE;

e [lpu perucTpanyu B COMANLHON CETH HEOOXOUMO HCITIONB30BATH CJIOKHBIC TAPOJIH, COCTOSINE U3 OYKB U UMD
U C KOJIMUECTBOM 3HAKOB HE MEHee §;

e Jlnmsd comManbHOM CETH, MOYTHI U JAPYruX CalTOB HEOOXOJMMO WCIOJB30BATh Pa3HbIC Mapoiiu. Torma eciu TeOs

B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHU NOJIYYaT JOCTY I TOJBKO K OAHOMY MECTY, @ HC BO BCC Cpazy.

SHCKTPOHHI)IC JHECHbI'N

DNEeKTPOHHBIE JCHBIH — 3TO OYEHb YAOOHBIN CHOCOO IUIATEXKEH, OMHAKO CYIIECCTBYIOT MOIICHHHKH, KOTOPHIE XOTAT
MOJYYUTh 3TH JCHBI . DJICKTPOHHBIC JICHBI'M MOSBUIKCH COBCEM HEIABHO M MMEHHO H3-3a 3TOI'0 BO MHOTHX IOCYaapCTBax
JI0 CHX TIOp HE MPOIKCAHO MPO HUX B 3aKoHax. B Poccum ke oM Gy HKIMOHUPYIOT M O HHUX YK€ MPOTIMCAHO B 3aKOHE, T
HX pa3JesOT Ha HECKOJIbKO BHIOB — aHOHMM HbIC U HE aHO HUM Hble. Pa3HuIla B TOM, YTO aHOHMUMHBIE — 3TO Te, B KOTOPBIX
pasperraeTcs MPOBOAXTL Omeparuy 6e3 uaeHTH() MKAIlUK TT0JB30BaTeN s, & B HCAHOHUMHBIX WICHTH()UKAIMH TTOJB30BaTEIs
SBJIIETCS 00s3aTEIbHOM.

Taxke ciemayer pas3anyaTh 3JIE€KIPOHHBIE (HUATHBIE ACHBIM (PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM) W AIIEKTPOHHBIE

He(uaTHbBIE AEHBI U (HE paBHBI TOCYAAPCTBEHHBIM BAIOTAM).
OcHOBHBIE COBETHI TI0 O€30MACHON PadOTE C AIIEKTPOHHBIM M JICHHT AMH:
e [lpuBsxu k cuery MOOWIBHBIH TeneoH. DTO caMblil OO HBIH U OBICTPBIH CIIOCOO BOCCTAHOBUTH JIOC TYII K CUETY.

[puBs3annbli TenedoH MOMOXET, ecyiu 3a0yaenTh CBOI INTATSKHBIA TapoIh WIH 3al/IenTh Ha CAlT ¢ HE3HAKOMOTO

yCTpOICTBA;
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e lcmons3yit omHOpa3oBsle maponu. llocie mepexona Ha yCWICHHYIO aBTOpH3alMIo TeOe yke He OyneT yrpoxkath
OMMACHOCTh KPaXKH HIIU TIEPEXBATA TUIATEHK HOTO MAPOJIS;

e  Bribepu cnoxHbIA Mapoib. [IpecTymHUKaM OyaeT He MPOCTO yraaaTe CIOXKHBIM apoib. HagexHble mapoiau — 310
MapoJiy, KOTOpble coJep KaT He MeHee 8 3HAKOB U BKIIOYAIOT B ce0s CTPOUHBIE U MPOMUCHBIE OYyKBBI, HUPPHI U
HECKOJIPKO CHMBOJIOB, TAKHE KaK 3HAK J0JuTapa, (yHTa, BOCKIHUIATENbHBIN 3HaK U T.1. Hampumep, $tROng!;;

o He BBOJW CBOHU JIMYHBIC JaHHBIC HA Caﬁ’IaX, KOTOPBIM HE€ OOBCPACHID.
DJIeKTPOHHASA MOYTA

ONeKTpoHHas MOYTa — 3TO TEXHOJOTHS M IPEAOCTABISIEMBIE €0 YCIYTH IO NEpechUIKe W TMONYyYEHUIO 3JIEK TPOHHBIX
COOOIICHNH, KOTOPBIE pacTpeNeNssfoTCsl B KOMIBIOTEpHOW ceTH. OOBIYHO JIIEKTPOHHBIM TOYTOBBIA SIIHK BBITIISIAT
cleayomnuM 00pa3oM: HMs TOJb30BaTeNsi@uMs joMeHa. Takxke KpoMme Iepefadd MpOCTOro TeKCTa, HMeeTcs
BO3MOYKHOCTH ITepeaBaTh (aniibl.

OCHOBHBIE COBETHI TI0 O€30MacHOK PabOTe C AICKTPOHHON TIOUTOM:

e Hano BeIOpaTh NpaBWIBHBIN MOYTOBBII CepBUC. B MHTEpHETE €cThb OrpOMHBIN BHIOOP OECIUIATHBIX MOYTOBBIX
CEPBHUCOB, OJJHAKO JIy4llle JOBEPSATh TeM, KOT'0 3HAelllb U KTO NEPBHINA B PEUTHHTE;

e He yxa3sIBaii B TH4IHON nodTe JTHdHYI0 nHDopMaImio. Hanpumep, mydine BEIOpaTh «My3bIKaTbHBINA (haHAT@» WK
«pox2013» BmMecTo «Temal3y;

e Hcnonp3yit ABYXATamHYyIO aB TOPU3ALIHI0. DTO KOTJIa TOMUMO TApoJisi HY»KHO BBOJUTH KO/, MIPUCHUIaeMbIid o SMS;

e  BriGepu ciioxxHbIi maposb. J{Jsg KK I0r0 MOYTOBOTO SIITUKA AOKEH OBITh CBOW HA/ICKHBIH, YCTOWYUBBIA K B3JIOMY
[1apoJib;

e Ecau ecTs BO3MOXXHOCTh HallMCaTh CAMOMY CBOM JIMUHBINA BONPOC, UCTIONB3YH 3Ty BO3MOXKHOCTH;

e lcrnonb3yil HECKOJBKO MOYTOBBIX SIIMKOB. IlepBhIl Ui 4YacTHOM NEpenucKH C aApecaraMu, KOTOPHIM Tbl
JIOBepsielTb. JTO MK TPOHHBIN afpec He HAJl0 KCIONB30BaTh MPU PErucTpauy Ha Gopymax U cairax;

e He oTkpbiBaii haiiipl v qpyrue BIOKEHUS B MAChMaxX JaKe €CIIM OHH TPUIILUIU OT TBOMX Jpy3el. Jlyuie yTounu y
HHX, OTIPABJISUIN JIM OHU TeOe 3TH (aiibl;

e [locie oxoH4aHust pabOTH HA TIOYTOBOM CEPBHCE IEpe] 3aKPHITHEM BKIAIKH C CAaiTOM He 3a0yAb HaXkaTh Ha

«BeiTIY.

Ku0epOysiMHT WM BUPTyaJbHOE U31€BaTEJbC TBO

KubepOymuiuHr — mpecieoBaHie COOOMICHUSIMH, COJEPKAIUMH OCKOPOJICHUsI, arpecCHIO, 3allyTHBaHKE; XyJIUTaHC TBO;
COIMANTLHO € OMKOTUPOBAHKE C MOMOIIBIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI IO 00pbOE ¢ KHOEPOYIUTMHIOM:

e He Opocaiics B 60it. Jlyumunii crioco0: mocoBeToBaThCcsl Kak cedS BeCTd M, €CIIM HET TOoro, K KOMY MOXKHO
00paTUTECs, TO BHAYaJle YCHOKOUTHCA. ECiy Thl HaYHEHb 0TBEYATh OCKOPONEHUSIMH Ha OCKOPOJIEHUS, TO TOJIBKO
etie OOJIBIIIEe Pa3OXKIKEIIb KOH(IIHKT;

e  VYmpasisii cBoel kubeppery Tanueif;

e  AHOHUMHOCTB B ceTH MHMMas1. CyIecTBYIOT CIIOCOOBI BBISICHUT, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

e He cTout Becw Xynurauckuii 006pa3 BUp TyalbHO M XM3HU. VHTepHET G UKCHpyeT BCEe TBOM ACHCTBHS U COXPAHSIET
ux. Y jpanuth ux OyAeT KpaiiHe 3aTpyIHUTENBHO;

e CoOimonait cBOI BUPTYaIBHY 0 YECTh CMOJIONY;
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e Urnopupyil enuHmaHbI HeratiB. OXHOpa3oBBIE OCKOPOHTENBHBIEC COOOMICHMS Jydlle HIHOPHPOBATh. OOBIMHO
arpeccus IpekpaiaeTcs Ha HaualbHO U cTajuy;

e ban arpeccopa. B nmporpamMmax oOMeHa MIHOBEHHBIMH COOOIIEHMAMH, B COLMAIBHBIX CETIX €CTh BO3MOXKHOCTH
OJIOKMPOBKU OTIPABKU COOOLICHU ¢ OMpE/IENICHHBIX aJpECOB;

e Ecau 18I cBHneTens knbepOymnara. TBoM AeiicTBHA: BBRICTYIUTh HPOTHUB NPECIICAOBATENS, TOKA3aTh €My, YTO €ro
JelCTBUS OLICHUBAIOTCS] HETATHBHO, MOAJEPKATh KEPTBY, KOTOPOI Hy)XHa MCHXOJIOTHYECKasi MOMOIIb, COOOLIUTL

B3pOCJIBIM O (DaKkTe arpeCCUBHOTO TIOBECHHS B CCTH.
MooOuiabHbIN TesedoH

CoBpemeHHBIe CMapThOHBI U INIAHIICTH COAEpKaT B cebe BIONHE B3POCHbIH (PyHKIHOHAN, W TeIleph OHH MOTYT
KOHKYPHpPOBATh CO CTAllMOHAPHBIMU KOMIIbIoTepaMu. OJHAKO, CPEACTB 3aIIMUTHI ISl TOJOOHBIX YCTpOiic TB MOKa
oueHb Majo. TecTMpoBaHWE W TIOMCK YS3BHUMOCTEH B HHMX NMPOUCXOTUT HE TaK WHTEHCWBHO, Kak s IIK, 1o xe
camoe KacaeTcsi U MOOIIBHBIX MpuinoxeHuil. CoBpeMeHHbIe MOOMIBHBIE Opay3ephl yKe NpaKTHIECKH JOTHAIU
HACTOJILHBIE aHAJIOTH, ONHAKO pacUIMpeHre (QYHKIIMOHANA BIEYET 32 COOOH OONBIIYIO CIIOKHOCTh UM MEHBIIYIO
3alIMIICHHOCTh. Jlajeko He Bce NPOM3BOAMTETIM BBIIYCKAIOT OOHOBJICHMS, 3aKpPBHIBAIONINE KPUTHUICCKHE

YS3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI JIJIs1 0€30TACHOCTH MOOWITHLHOTO TejeoHa:

e Huuero He sBiIsIeTCS MO-HACTOAIIEMY OeCIUIaTHBIM. bynb ocTOpoXkeH, Belb Korja Tebe mpeanararoT OecIuaTHbIH
KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHe-TO INIaTHBIC YCIIYTH;

e Jlymaii, npexxae yeM ompaBuTts SMS, ¢oto wnu Buneo. Thl TOUHO 3HAEIIb, TJe OHU OyIyT B KOHEUHOM HTOre?

¢ Heo0xoauM0 OOHOBIISITH ONIEPAIMOHHY O CHCTEMY TBOETO0 CMapThOHa;

e lcnons3yit aHTUBHPYCHBIE IPOTPAMMBI JJIs1 MOOMIIBHBIX Tene(OHOB;

e He 3arpyxail mpuioXKeHus 0T HEU3BECTHOTO FIC TOYHHKA, BEIb OHU MOTYT COJEPKaTh BPEJOHOCHOE MPOrpaMMHOE
obecrieueHue;

e [locie Toro Kak THI BBIMACIIb C CaiTa, TIe BBOIIT JIMYHYI0 HHPOPMAIUIO, 3l B HAC TPOUKH Opay3epa H yJaind
cookies;

e [lepuoxnyecky npoBepsii KaKue IIATHbIE YCIYTH aKTMBHPOBAHBI HAa TBOEM HOMEDE;

e JlaBaii cCBO¥ HOMEp MOOHIIBHOTO Tee()OHa TOJIBKO JIFOSIM, KOTOPBIX Thl 3HACITH M KOMY JIOBEPSICIIb;

e Bluetooth gomkeH ObITh BHIKIIIOUEH, KOT/A Thl UM He MOJb3yelibes. He 3a0biBaii MHOTa IPOBEPATH 3T0.

Online urpol

CoBpeMeHHbIC OHJIAWH-UTPBI — 3TO KpacoyHbIe, 3aXBaThHIBAIOIINE Pa3BIeUeHUs], OOBCIUHSIIONINE COTHH ThICSY YETIOBEK IO
BceMy MHpYy. Urpoku wuccienyroT AaHHBI MM MHp, OOWIAIOTCS APYr C APYroM, BBIIOJHSIOT 3aJlaHUs, CPaXKaIOTCS C
MOHCTPaMH U MOJTYYaIOT OIBIT. 32 yIOBONECTBUE OHM IUIATAT: HOKYIAIOT JUCK, OIUIAYMBAIOT aDOHEM CHT HITH NP HOOpEeTatoT
Kakue-To omiuu.Bce 3T cpenctBa MAyT Ha MOAJNEpKAHHME M Pa3BUTHE WIPHL, a TakKe Ha camy O€30MacHOCTb:
COBEPIICHCTBYIOTCS CHCTEMBl aBTOPH3AIH, BBITYCKAIOTCS HOBBIE TATYH (IMQPOBBIE 3alTATKU IS TPOTPaMM),
3aKpBIBAIOTCS YA3BUMOCTH CepBEepOB. B Mog00HBIX Urpax CTOUT OMAcaThCA HE CTONBKO CBOMX COMEPHHUKOB, CKOJIBKO KPaKHU

TBOETO MApOJIs, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3AIMN OOJBIIIMHCTBA HTP.
OCHOBHBIE COBETHI TI0 O€30TACHOCTH TBOETO UrpoBOIO aKKayHTa:

e  Ecuu npyroii urpok BeaeT ceds II0XO0 WIK CO3/aeT Tede HENp UITHOCTH, 3a0JIOKUPYH ero B CIHCKE HI'POKOB;

o [loxanyiicss agMUHHCTpaTOpaM Wrpbl Ha IUIOXOE TMOBEIEHHE ITOTO WUIPOKA, XKEJNATeJbHO MNPWIOKHUTH KaKHe-TO
JI0Ka3aTelIbCTBA B BUJIE CKPUHOB;

e He yka3wIBaii TuaHyr0 WHPOpMAIHUIO B mpodaiiie urper;

e  VYBaxall Apyrux y4yacTHHUKOB IO UIDE;
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e He yctaHaBnuBaii HeOQUIMAIbHBIC TATYH U MOJIBI;
e  lcmomnp3yii CIIOKHBIC ¥ Pa3HBIC MApOJIH;

e Jlaxxe BO BpeMs UI'Pbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Tbl Urpaelib, TBOM KOMIIBIOTEP MOT'YT 3apa3uTh.

@ UIINHT UJIH Kpaka JUYHbIX JaHHbIX

OOBMHOM Kpakell NeHEr M JOKYMCHTOB CErOJHS Y€ HHKOTO He yAUBHfIIb, HO C pPa3BUTUEM HHTCPHET-TCXHOJIOTHI
3JI0YMBIIUIEHHUK U MEPEMECTWINCh B UHTEPHET, U MPOJOJDKAIOT 3aHUMATHCS «IIOOMMBIMY» JeraoM. Tak HosBUIach HOBas
yrpo3a: MHTEPHET-MOIICHHNYECTBA WIN (DUIIMHT, TIaBHAS LENb KOTOPOTO COCTOWT B TOMYYCHUH KOH(Q MACHIINATHHBIX
JAHHBIX TOJb30BaTeNIed — JIOrMHOB W mapoiieid. Ha anrmmiickom s3pike phishing uutaetcs kak ¢umuar (ot fishing —

pBIOHAS JIOBIISA, password — maposb).
OcHOBHBIE COBETHI 10 0OPHOE C (PUITHHIOM:

e (Cneau 3a cBOoMM akkayHTOM. Ecium Tel mopo3peBaemib, YTO TBOS aHKETa ObUla B3JIOMaHa, TO HEOOXOIMMO
3a0JI0KHPOBATh €€ U COOOIIUTh aJIMHHUC TPATOPaM pecypca 00 3TOM Kak MOXHO CKopee;

e lcmonn3yii Ge3omacHble BeO-CalThl, B TOM YHCJIE, HHTEP HET-Mara3uHOB U TIOMCKOBBIX CUCTEM;

e lcmonn3yil clOXHBIE W pa3Hble Mmapond. TakuM o0pa3oM, ecid TeOsi B3JIOMAOT, TO 3JIOYMBIIICHHHKHU HOIydYaT
JOCTYT TOJIBKO K OJJHOMY TBOEMY MPOQIIIIO B CETH, a HE KO BCEM;

e Ecmum Te0s B3nOMamy, TO HEOOXOOUMO MpPEXyNPETUTh BCEX CBOHMX 3HAKOMBIX, KOTOpBIE MOOaBJIEHBI y TeOS B
JIpy3bsiX, O TOM, 4TO TeOs B3JIOMaIHM W, BO3MOXXHO, OT TBOCTO MMEHH OyJET pacchUIaThCS CIlaM M CCHUIKH Ha
(UIIMHTOBBIC CANTHL;

e VcTanoBU HaAexKHBIHN mapons (PIN) Ha MOOWIBHBIN TenedoH;

o  OmirouM coxpaHeHue napois B Opaysepe;

e He oTkpbIBaii haiipl u qpyrye BIOKEHUS B IMHUChMAaX JaKe €CIIM OHU TPUIILIU OT TBOMX Jpy3el. Jlyuie yrounu y

HHX, OTIIPABJISUIM JIU OHU TeOe 3T (pailinbr;
Hud poBasi penyrauus

Hudposas permyTanus — 3T0 HeraTUBHAS WX MO3UTHBHAS HHQopManus B cetr 0 Tede. Kommpomeipyromas mH(opmaims
pa3MellleHHasl B MHTCpHETe MOXKET CEphe3HBIM 00pa3oM OTpasUThCs Ha TBOESH peanbHOM )u3HU. «LluppoBast pemy Tarus»
— 3TO TBOW MMHUIK, KOTOPHIA (popMupyeTcs: u3 MHPOpPMAIUHU 0 TeOe B MHTEpHETe. TBOE MECTO KHUTENBC TBA, YUCObI, TBOC
(HHAHCOBOE MOJIOXKEHHE, OCOOEHHOCTH XapakTepa M paccKasbl O ONM3KMX — BCE ITO HaKaIuiMBaetcs B cetn.MHorue
MOAPOCTKH JIETKOMBICJICHHO OTHOCSTCS K IyONuKanuu JuaHOW uHpopMmannu B WHTepHETe, He MOHMMAs BO3MOXKHBIX
nocyieAcTBU. Thl 1axe HEe CMOXEIIb J0ragaThCs 0 ToM, 410 (oTorpad us, pazMenieHHast 5 JIeT Ha3aj, CTala HpAYHHON
0TKa3a NPUHATH TeOsI Ha paboTy.

KommenTapuu, pa3merieHue TBoux (Gotorpaduii U apyrie ASUCTBUS MOTYT HE HCUE3HYTh JAXKE IMOCJE TOr0, KaK Thl UX
ynaiuib. Thl He 3Haelllb, KTO COXPaHWI 3Ty HH(OPMAIHIO, ToTana i OHa B IOMCKOBBIC CHCTEMBbI M COXPAHIUIACh JIK OHA, a
[JIABHOE: YTO MOAYMAIOT O Tebe OKpY’Kalomiee JIIOIHM, KOTOphle HAWAyT W YBUIAT 3TO. Haiitn mHbopmaimio MHOTO JeT
CITyCT CMOXeET JI000W — Kak W3 JOOPBIX MOOYKICHHH, TAK M C HaMEpEeHHEM NPHYMHUTH BPel. DTO MOXKET ObITh KTO
YTOJTHO.

OcHOBHBIE COBETHI TI0 3aIUTe UPPOBOI peIyTaIUHU:

o [logymaii, mpex e 4eM 9To-To IMyOJIMKOBAThH M IepeaBaTh y ceOs B OJ0Te WIH B COIMAILHON CETH;

e B Hactpoiikax npo s yCTaHOBH OrpaHUYEHHUS HAa MPOCMOTP TBOETrO MPOQMIS U €ro COIEpKUMOro, Caenail ero
TOJIBKO «JUIS IPy3eii»;

e He pasmermaii n He yka3bIBail HHpOpMALIHIO, KOTOpas MOXKET KOT0-JIHO00 OCKOPOIATs WU OOMKATh.

ABTOpCKOE NPaBo
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CoBpeMeHHBIC NIKONbHUKHA— aKTUBHBIC MOJNB30BATENU IUMPOBOro mpocTtpanctBa. OJHAKO Maleko HE BCE 3HAIOT, YTO
MONB30BAaHAE MHOTUMHU BO3MOXHOCTIMH HH(PPOBOTO MHpa TpedyeT COOMIOAeHUs NpaB Ha HHTEIUICKTyaabHYIO
coOcTBEHHOCTh. Te€pMUH «MHTEIIEK TyallbHasi COOCTBEHHOCTH» OTHOCHTCA K Pa3JIMUHBIM TBOPEHUSIM YEIOBEYECKOTO yMa,
HAaYMHASI ¢ HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAOMINX COOCTBEHHOC Th HAa IPOIYKTHI M YCIIYTH , M 3aKaHUYMBAsI KHATAMH,
¢dotorpadusmMu, KUHOGUIBMAM U U MY3bIKAIBHBIM U TIPOU3BENICHUSM 1.

ABTOpCKHE TIpaBa — 3TO MpaBa HA WHTCIUICK TyaIbHYI0 COOCTBEHHOCTD Ha MPOM3BEACHUI HAYKH, TUTEPATypHl H HCKYCCTBA.
ABTOpCKHE NpaBa BRICTYyIAIOT B KauecTBE T'apaHTUH TOTO, YTO HHTEIUIEKTyalbHBIH/ TBOpUCCKUM TpyA aBTOopa HE OyIer
HarpacHbIM, JacT €My CIpaBeUIMBbIe BO3MOXHOCTU 3apad0TaTh Ha pe3ylbTaTaXx CBOEro TpyJAa, NOIYYUTh M3BECTHOCTH U
npm3HaHue. HukTo Ge3 paspelneHus aBTopa HE MOXET BOCIPOM3BOJHTL €r0 MPOU3BEICHUE, PACHIPOCTPAHATh, ITyOIHUTIHO
JEMOHCTPUPOBATh, IIPOIABATH, HMIIOPTUPOBATH, ITyCKATh B MPOKAT, IMyOINIHO HCIIONHSTh, MOKA3hIBATH HCTIONHATE B d(Upe

WM pa3Meniats B MHTepHeTe.

Hcnonb3oBaHue «IUPaTCKOT0» MPOrPAMMHOTO OOECIIeUeHUs] MOXKET MPUBECTH K MHOTHUM PHCKaM: OT MOTEPU JaHHBIX K
TBOMM aKKayHTaM 10 OJIOKMPOBKHM TBOETO YCTPOMCTBa, TZIe YCTAHOBJIICHHBIM HE JerajabHas mporpamMa. He cTomT Takike

3a0BIBaTh, YTO CYIIECTBYET JICTAIBHBIC U OECIUIATHBIC IPOrPAMMBI, KOTOPBIE MOXHO HATH B CETH.

CCTEBI/I‘IOK.p(i) — TBOH TIIaBHBIA COBETYMK B CCTU. BHGCB Thl MOXCECIIb Y3HATbL O 0E30IMaCHOCTH B CETH IOHSATHLIM H

JOCTYIIHBIM SA3BIKOM, a NP BO3HUKHOBCHUU KpHTH‘IGCKOﬁ CUTyalluu 06paTI/ITBCH 3a COBCTOM.
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